
Connectivity empowers organizations regardless of size. With email and anytime anywhere 

access to the Internet, your staff become more productive and responsive to the needs of 

customers and the market. However, getting wired has its downside – you get exposed to an 

increasing number of communication, operation and intellectual property disruptions brought 

about by email-based threats and uncontrolled surfing activities.

Web and email-borne threats – spam, viruses, malicious and inappropriate image attachments and content – can lead to loss of 

productivity and business downtime. Uncontrolled, they can cause you to commit regulatory offenses due to security breach and bring 

irreparable damage to your corporate image.

Pacnet CleanMail is created to protect your organization from a growing number and increasingly complicated  web- and email- based 

threats. Leveraging advanced messaging security technologies, CleanMail, part of Pacnet’s IT Solutions & Hosting portfolio, provides you 

with advanced URL filtering capabilities and the most comprehensive protection for email communications with comprehensive antivirus, 

antispam, content and image filtering features.

Pacnet CleanMail

Email is arguably the prime channel of business communications, offering cost effective and reliable means to get your message across 
the right receipient anywhere. Pacnet CleanMail Email Security Solution keeps your email messaging environment secure and virus free.

CleanMail Antivirus
• Protects networks from known and unknown viruses, spyware, phishing, trojans and other malware
• Uses proactive and reactive techniques for non-stop protection
• With unique link-following feature to detect links in emails that lead to harmful web content
• Fully configurable with multiple actions for dealing with malware

CleanMail Email Security Solution

Pacnet CleanMail Suite of Services

Secure Messaging, Risk Free Web Access
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For any specific requirements or enquiries, we 

would like to hear from you. Please contact us at:

Phone: +852 2335 4333  

Email: business_sales@pacnet.com

Pacnet Hong Kong website: hk.pacnet.com www.pacnet.com 

CleanMail Web Security Solution

Pacnet CleanMail assists you in enforcing acceptable usage policies giving you better control over how your staff utilize Internet 
resources, helping you protect your business from the legal implications that can arise from inappropriate use, while enabling you to 
block access to websites by URL, time of day or file type.

Pacnet CleanMail Web Security Solution is designed to meet the needs of small-medium business, corporate and enterprise web 
security needs. Highly configurable, it contains a sophisticated database of websites around which policies and rules controlling web use 
can be developed.  Pacnet CleanMail Security Solution:

• Blocks access to specific websites or over 50 broader website categories 
• Monitors and controls website access and internet use across your organization
• Creates flexible time-based rules that limit access to non-work-related sites to specific times
• Blocks access to certain file types such as mp3, mpeg or other bandwidth-heavy media files 
• Schedules or runs on-demand reports detailing web activity within the organization

Anti Spyware and Antivirus
• Protects networks from malicious content including spyware, viruses, trojans and malwares using industry leading scanning engines
• Offers superior stability and speed, with web traffic analyzed and filtered in real time with no noticeable delay
• Uses converged threat analysis that applies recent email and IM threat data to web-based traffic

URL Filtering
• Monitors and controls web content entering and leaving your organization, using advanced content analysis to protect reputation and 

employees
• Helps enforce acceptable use policies for web browsing and aids compliance with legislation 
• Fully configurable, enabling monitoring, reporting and auditing tools
• Sophisticated URL categorization database with millions of entries allows high level of control over filtering of web sites

Availability

Australia, China, Hong Kong, India, Indonesia, Japan, Korea, Malaysia, New Zealand, Philippines, Singapore, Taiwan, Thailand, Vietnam.

CleanMail AntiSpam
• Stops spam from entering your organization, saving you time and money
• Harnesses proactive and reactive defense techniques for non-stop detection of known and unknown spam
• With multi lingual filters that can identify spam in Roman, Cyrillic, Arabic and Oriental characters
• Fully configurable, with customizable lists of blocked/approved senders

CleanMail Content Control
• Uses advanced technology to scan email content entering and leaving your organization
• Helps enforce acceptable use policies for compliance purposes
• Fully customizable via keyword monitoring
• Allows text scanning within Microsoft® Office attachments
• Enables you to set up rules for email header, subject, body and attachment and to determine appropriate actions for each rule

CleanMail Image Control
• Identifies inappropriate images in email with multiple levels of rules-based detection and ground-breaking Image Composition Analysis
• Helps enforce acceptable use policies for compliance purposes
• Fully customizable
• Supports image scanning within Microsoft® Office 
• Allows administrators to maintain their own lists of approved and blocked images

* Pacnet CleanMail is 


